NHOOPMAIIMOHHASA MAMSATKA
IHO KUBEPBE3OITACHOCTH

C KaXJpIM TOJIOM MOJIOJIC)KH B HMHTEPHETE CTAHOBHUTHCS OOJBINE, a IMKOJbHHKHU
OJIHA W3 CaMbIX aKTHBHBIX IMOJb30Bareneii Pynera. Mexay Tem, TOMHUMO OTPOMHOTO
KOJIMYECTBAa BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIEMBI. DTa MaMsITKa TOJDKHA TTOMOYb
TeOe 0e30IacHO HaXOAUTLCS B CETH.

KoMmnbloTepHble BUPYCHI

KoMmnproTepHslidi  BHPYC - 3TO pPa3sHOBUIHOCTh KOMIBIOTEPHBIX MPOrpamM,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOW SBIISIETCSI CIOCOOHOCTh K pa3MHOXKEeHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChbl MOTYT THOBPEAUTh WM TOJHOCTbIO YHHUYTOXHUTH BCE
daiinpl U JaHHBIC, TTOAKOHTPOJIHHBIC MOJIH30BATENI0, OT UMEHHU KOTOPOTO ObllIa 3ammyIieHa
3apakeHHasi MporpamMma, a TakKKe MOBPEIUTh WIM JaX€ YHHUTOXHUTH OMEPALMOHHYIO
CUCTEMY CO BceMHu (aimamMu B IeJIOM. B OOJBIIMHCTBE CiIydaeB pPacIpPOCTPAHSIOTCS
BUPYCHI Uepe3 UHTEPHET.

MGTOI[I)I 3alIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

1. HCHOJ’IBBYﬁ COBPCMCHHBIC OIICPALIMOHHBLIC CHUCTCMBbI, HWMCIOIINC CGpBG3HBII>i
YPOBCHDB 3allIUTHI OT BPCAOHOCHBIX ITPOIrpaMM,

2. IlocTrosiHHO ycTaHaBIMBall nauyTH (LUQPPOBBIE 3aIIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHaBJIMBAIOTCS C LENbI0 JTOpaOOTKM MpOTrpaMMbl) M Apyrue OOHOBJIEHUS CBOEU
ornepanuoHHON cuctembl. CkauMBail UX TOJNBKO C O(QUIMATBLHOTO caifTa pa3paboTduka
OC. Ecnu cymiecTByeT pesKuM aBTOMAaTUYECKOT0 OOHOBIIEHUSI, BKJIFOUH €T0;

3. PabGortaii Ha cBoeM KOMIIbIOTEpE IMOJ MpaBaMu IOJb30BaTeNsA, a He
aJMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTpaMM
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcmonp3yil ~ aHTHBUPYCHBIE  MPOTPAMMHBIE  TMPOAYKTHI  W3BECTHBIX
MIPOU3BOJIUTENEH, C ABTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pU3NUECKUI JOCTYI K KOMIIBIOTEPY VISl IOCTOPOHHUX JIULL;

6. Vcrnonp3yil BHEIIHME HOCUTENH WH(OpMAIuu, Takue Kak (rernika, AUCK WA
¢aiin U3 HHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHHKOB,;

7. He oTKpbIBail KOMIIBIOTEPHBIE (ailiibl, TOTYyUYEHHbBIE U3 HEHAJICKHBIX UCTOUYHUKOB.
Jlaxxe Te ¢aiibl, KOTOpPBIE MIPHUCIIAT TBOM 3HAKOMBIN. Jlydllle yTOYHU y HETO, OTIPABIISLI
JIM OH TeOe HX.

Cetn WI-FI

Wi-Fi - 970 He Buj niepefauu JaHHbIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH/I, MapKa.
Eme B 1991 rony Huaepnanjckas kommnanus 3apeructpuponana openg "WECA", uro




oO6o3Hayano cioBocoueranue "Wireless Fidelity" KOTOPBLIM  TIE€ CBOIUTCA KakK
’
"6CCHpOBOI[Ha$I TOYHOCTH".

Jlo Hamiero BpeMeHHM jAomuia Japyras abOpeBuaTypa, KOTOpas SBISICTCS TaKOH e
TexHoJorue. Ito abopemarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C HAMEKOM Ha
CTaHJapT BbiclIed 3BYkOBOM TexHuku Hi-Fi, uro B mepeBoje o3HayaeT 'BbICOKAs
TOYHOCTB'".

Jla, OecmuiaTHBII WHTEPHET-IOCTYN B Kade, OTeIsIX H a’poropTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOZa B HMHTEpHET. HO MHOTME JKCHepThl CUHUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He sSIBASIIOTCS O€30MaCHBIMH.

CoBeTbl 0 6€30MacCHOCTH pabOTHI B 00IIEIOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBait cBoro jJuuHyro uHpopManuo yepes oodmenoctynusie Wi-Fi cetu.
PaGoTas B HUX, *KenaTeabHO HE BBOJAUTH MApOJIH JIOCTYIIA, JOTUHBI U KaKUe-TO HOMEPa;

2. Ucnonb3yit 1 0OHOBIIAN aHTUBUPYCHBIE MTPOrpamMMBbl U OpanaMayep. TeM cambiM
ThI 00€30MacuIllb ce0sl OT 3aKauKHU BUPYyCa HAa TBOE YCTPOICTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢ynkuuto "OOmmil goctyn k ¢daiinam u
npuntepam". JlanHas (QyHKUMS 3aKpbiTa 1O YMOJYaHHUIO, OJIHAKO HEKOTOpbIE
II0JIb30BATENIN AKTUBUPYIOT €€ Ul yA00CTBa UCII0JIb30BAHUA B paboTe Uiu yueoe;

4. He ucnone3yii myommnunbiiit WI-FI i1t nepenaun TMUHBIX TaHHBIX, HAIPUMED IS
BBIX0/1a B COLIMAJIBHBIE CETH WJIM B DJIEKTPOHHYIO MIOYTY;

5. Ucnonb3yii Tonbko 3amunieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B wmoOunmpHOM Tenedone otkmoun (ynkmuio "llogkmouenne k  Wi-Fi
aproMarnuecku". He pomyckall aBTOMaTHYECKOTO MOJKIIOUEHUSI YCTPONCTBA K CETAM
Wi-Fi Ge3 TBoero cornacusi.

ConuajbHble CeTH

CouuanbHble CETH aKTUBHO BXOJSAT B HAIly XU3Hb, MHOTHUE JIIOAM paboOTaloT U
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MUUIMap]a 4eIOBEK, YTO
ABJISICTCS OAHOM CEIbMOM BCEX JKUTEJEH IUIaHEThl. MHOIrME M0JIb30BATENN HE IIOHUMAIOT,
4yTO MH(pOpMalUs, pa3MElIeHHas UMHU B COIMAIBHBIX CETAX, MOXKET OBbITh HalifieHa U
UCIIOJIb30BaHa K€M yTOJHO, B TOM YHCIIEe HE 003aTeNIbHO ¢ OJIaruMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€3011aCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpanuub cnucok apy3ei. Y TeOs B APY3bsX HE JOJDKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amminai cBOIO YaCTHYIO KU3Hb. He yka3piBail mapoinu, TenedoHsl, agpeca, 1aTy
TBOEr0 POXAEHUS M JPYryl0 JHYHYIO HWH(OpPMALUIO. 3JI0YMBIIUICHHHUKA MOTYT




HUCIIOJIB30BATh HOaXKE I/IH(l)OpMaI_[I/IIO O TOM, KaK Tbl W TBOW POAUTCIN INUIAHUPYCTC
IMPOBCCTHU KAHUKYJIbI,

3. 3amuimiaii cBOIO penmyTaluio - JepXKHU ee B YUCTOTE U 3a/1aBail cebe BOIpoc: XOTel
OBl ThI, UTOOBI JPYrUe IMOJIB30BATENM BUIEIH, YTO Thl 3arpyxaems? Ilogymai, npexiae
YEM YTO-TO ONyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

4. Eciu Tl TOBOPHIIL C JIIOJbMH, KOTOPBIX HE 3HACIllb, HE HCIIOIb3YH CBOE
peanbHOE UMS U APYTYIO JUYHYIO WHPOPMAIUU: UM, MECTO KUTEIHCTBA, MECTO yUEOBI
U IIpouee;

5. Wzberait pasmemnienus dotorpaduit B MuTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTIPEJICIIUTh TBO€ MECTOIOJIOKEHHE;

6. [Ipu perucrpanuu B COIMAIBHOM CETHU HEOOXOIUMO HCIOJIB30BATH CIIOKHBIC
NapoJu, COCTOSIIME U3 OYKB U UG U ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

7. I[J'ISI COIMAJILHOM CCTH, IIOYTHI U APYIHUX CalTOB HCO6XOJII/IMO HUCITIOJIb30BAaTh
Pa3HBIC I1APOJIN. Tor):[a eciu Tebs B3JIOMArOT, TO 3JIOYMBINIJICHHUKH ITIOJYyYaT OOCTYII
TOJIBKO K OIHOMY MCCTY, 4 HC BO BCC Cpa3zy.

DJIeKTPOHHBIE JIEHbI'U

DJEeKTpOHHBIE [JEHbI'M - O3TO OYEHb YHOOHBI CHOCOO mIIaTeXei, OJHAKO
CYILECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT NOJYYUTh 3TU JCHBTU.

DONEKTPOHHBIE JIEHbI'U MOSIBUIUCH COBCEM HEIAaBHO M MMEHHO H3-32 3TOrO BO
MHOTHX FOCYyAapCTBAX JI0 CHX IOP HE MPOIMMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke OHM (YHKIIMOHHUPYIOT M O HHMX Y€ IPOIKMCAHO B 3aKOHE, Iie UX
pa3IeNsaioT Ha HECKOJIbKO BHJIOB - aHOHHMHBIC U HE aHOHHMMHBIC. Pa3Huiia B ToMm, 4TO
QaHOHUMHBIE - OTO T€, B KOTOPBIX pa3periacTcs MPOBOJAWTH Olepanuu 0e3
UISHTHU(PUKAIMK TI0JIh30BaTENIsl, @ B HEAHOHUMHBIX HWISHTU(PHUKAIUSA I10JIH30BATEISA
SIBIISIETCS 00S3aTEIbHOM.

Taxxe  crmemyer  pa3nuyarh — JJCKTPOHHbIE  (UATHBIE  JEHBIM  (pPaBHBI
rOCyJapCTBEHHBIM BAJIOTaM) U JJIEKTPOHHbIE He(uaTHble [eHbrd (HE paBHBI
rOCyJIapCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOM pa60Te C QJICKTPOHHBIMU OCHbBI'aMU:

1. TlpuBsku Kk cueTy MOOWIbHBIA TeinedoH. DTO caMblil yHOOHBIA U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYyN K cuery. llpuBsizaHHbIi TeneoH NOMOXKET, eciu
3a0y/Ielb CBOM IUIATEXKHBIN MMapOJIh WM 3l IeIlIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yii ogHOopaszoBbie maponn. [locie nmepexona Ha yCHIIGHHYIO aBTOPU3ALIUIO
TeOe y)ke He OyJeT yrpoKaTh OMACHOCTh KPa)XHl MU TIepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnoxublid maponb. [IpectynHukaMm OyJeT HE MPOCTO yrajaTh CIOXKHBIM




napons. Hanexxnsle maposn - 5TO mapojiu, KOTOpBIE COIEpXKAaT HE MeHee § 3HAKOB U
BKJIFOYAIOT B ce€0s CTPOYHBIE U MPOINHUCHBIE OYKBBI, HU(PHl U HECKOIBKO CHUMBOJIOB,
TaKWe Kak 3HaK JoJuiapa, GyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE I0BEPSCILIb.

DJIeKTPOHHASA M0YTA

ONEeKTpOHHAs TMOYTa - O9TO TEXHOJOTHS M TMPEeJOCTaBIsIeMbIe €0 YCIyTH IO
MEePEChUIKE W TOJYUYCHHUIO SJIEKTPOHHBIX COOOIIECHUN, KOTOPBIC paCIpeesioTcs B
KOMITbIOTEpHON ceTH. OOBIYHO 3JEKTPOHHBIA MOYTOBBIN SIIUK BBITJIAIUT CIEAYIOIIUM
oOpa3zoM: UMsI_TOIb30BaTeNsI(@uUMsl_TIoMeHa. Takxke KpoMme Mepeiladyd MpoCTOro TEKCTa,
UMEETCSl BOBMOXKHOCTh TIEpe/1aBaTh (Pailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C IJIEKTPOHHOU MOYTOM:

1. Hano BBIOpaTh MpaBWIIbHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO Jy4llIe JOBEPATh TEM, KOTO 3HACIIb U
KTO IIEPBBIN B PEUTUHIE;

2. He yxka3piBaili B JMYHOM MOUYTE JIMYHYH HH(popmanuto. Hampumep, myuiie
BbIOpaTh "My3bIKanbHbIA _(haHat@" nam "pok2013" Bmecto "temal3";

3. Ucnonw3y#it ABYyXITAlHYIO aBTOPHU3AIMIO. JTO KOT/Aa IMOMHUMO MapoJisi HYKHO
BBOJIUTH KO/, MPUCHLTIaeMbIi 110 SMS;

4. Be1Oepu CIIOXKHBIN Taposib. J{Is KaXka0ro moYTOBOIO SIUKA JIOJHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBINA K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITOJIb3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIIBKO MOYTOBBIX SIIIMKOB. IIepBbIN AJIs1 YaCTHOM NEPENUCKH C
azpecaTaMiy, KOTOPBIM Tbl JOBEPSIEIIb. JDTO IEKTPOHHBIN aJpec HE HaJ0 MCIIOJIb30BaTh
IIPU PETUCTPALIUU Ha pOopyMax U caiTax;

7. He oTkpbIBaii aiisisl U Apyrue BIOXKEHUS B MUChMaXx, Ja)e €CIU OHU MPUIILIH OT
TBOUX Apy3el. JIyule yTOUHU y HUX, OTIPABIISUIN JIX OHU TeOe ATU (hailsibl;

8. Ilocne oxoH4YaHUst pabOTHI Ha MIOYTOBOM CEPBUCE MEPE]l 3aKPHITUEM BKIAJKHU C
calToM He 3a0yJp HaxaTh Ha "Beriitu".

Ku6epOyJaJaMHIr Uau BUPTYAJbHOE M3/1€BATEILCTBO

KubepOymuHr - mnpeciefoBaHHe COOOIIEHUSAMH, COACPKAINIMMU OCKOpOJICHHUS,
arpeccuio, 3alyTrMBaHMUE; XYJHMTAHCTBO; COIMAIBHOE OOMKOTHMPOBAHHME C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KHOSPOYITMHTOM:




1. He Gpocaiicst B 60if. Jlyumuii cnoco6: mocoBETOBAThCS KaK ce0sl BECTU U, €CIIU
HET TOTO, K KOMY MOYXHO OOpaTHUTHCS, TO BHAYalle YCIIOKOMTHCA. ECIU ThI HaYHENTh
OTBEYATh OCKOPOJICHUSIMM Ha OCKOpPOJIEHHUS, TO TOJIbKO eIle OOJblIe pPa30oxKellb
KOH(JTUKT;

2. Ynpasnsii cBoell kubeppenyTauuei;

3. AHOHUMHOCTbH B ceTH MHUMas. CylecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM,;

4. He cTouT BecTH XyJIUTAaHCKUN 00pa3 BUPTyalbHOU ku3HU. IHTEpHET PuKcupyer
BCE TBOM JICCTBUS U COXpaHSET UX. Y JAIUTh UX OyJET KpailHe 3aTpyIHUTEIHHO;

5. Cobmroaaii cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHU4HBIM HeraTuB. OaHOpPA30BbIE OCKOPOUTENBbHBIE COOOIIECHUS
Jydiiie irHopupoBaTh. OOBIUHO arpeccusi MpeKpailaeTcs Ha HayaabHOU CTauu;

7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMU COOOIIECHUSMH, B
COIIMATILHBIX CETSIX €CThb BO3MOXHOCTh OJOKHPOBKM OTIPAaBKHM COOOIIEHUN C
ONpeeIeHHBIX aAPECOB;

8. Ecnm THI cBumetens kubepOysuimHra. TBOM JEHCTBHUS: BBICTYNHTH MPOTHUB
npeciieoBaTeNsl, I[OKa3aTb €My, YTO €ro JCHCTBUS OLEHUBAIOTCS HEraTHBHO,
NOJJIEPKATh KEPTBY, KOTOPOW HYKHA MCHUXOJIOTMYECKasi OMOIb, COOOLIUTH B3POCIBIM

0 (paKkTe arpecCUBHOTO MOBEJICHUS B CETH.

MooOniabHbli TeaedoH

CoBpemenHble cMapTGOHBI W TUIAHIIETHI COJEpP)KAT B ceOe BIOJHE B3POCIbII
(GYHKIIMOHAN, ¥ TeEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMH KOMITLIOTEPAMHU.
OpmHako, CPEJICTB 3aIIUThI I TTOJO0HBIX YCTPOUCTB MTOKAa OYCHBh Majlo. TecTHupoBaHUE U
MOUCK YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCHUBHO, Kak 1 1K, To ke camoe
KacaeTCs 1 MOOMJIBLHBIX MPHIIOKCHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl yKe MPaKTUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTH, OJIHAKO pacuIupeHue (yHKIHOHANa BIEYET 3a OO0 OONBIIYIO CIONKHOCTh U
MEHBIITYO 3alUIIIEHHOCTD.

I[aJICKO HC BCC TIIPOU3BOJIHTCIIM  BBIITYCKAIOT O6HOBJI€HI/IH, 3daKPbIBAOIIIUC
KPUTHYCCKHC YA3BUMOCTHU OJIA CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTU MOOUIILHOTO TeliedoHa:

Huuero He sBisieTcst mo-HacTosieMy OecriaTHbIM. Byap ocTopoxeH, Beab Koraa
Tebe mpeyaraloT OecIIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHE-TO IJIaTHbIC
yCIIyTH;

Hymaii, npexzae uem otnpaButb SMS, poto wnu Bugeo. Thl TOUHO 3HACIIb, T€ OHU




OyIyT B KOHEUHOM UTOTE?
Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETo cMapT(hOHa;
Hcnone3yit aHTUBHPYCHBIE TIPOTPAMMBI JJ11 MOOUITLHBIX TEeTIE(OHOB;

He 3arpy>1<a1“4 MNPpHUIIOKECHUA OT HCHU3BCCTHOIO MCTOYHHMKA, BEAb OHH MOI'YyT
COACPKATh BPEAOHOCHOC IIPOrpaMMHOC obecrieueHue;
5

[locne Toro Kak Thl BbIIELIb C caidiTa, rJie BBOAWI JIMYHYIO UH(POPMALIHIO, 3ail11 B
HacTpoiiku Opay3epa u yaaiu cookies;

Ileproguyeckn mpoBepsAl, KakWe IUIATHBIE YCIYId AaKTHUBUPOBAaHbI HAa TBOEM
HOMEpE;

JlaBaii cBOMi HOMEP MOOMIBLHOTO TelIe(POHA TOJIHKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JIOBEPSCIIb;

Bluetooth momkeHn ObITH BBIKIIIOYEH, KOT/Ia Thl UM HE MOjb3yenibesi. He 3a0biBait
WHOTJIa TIPOBEPSTH ITO.

Online urpsbl

CoBpeMEHHbIE OHJIAMH-UTPBI - 3TO KPAacCOYHBIE, 3aXBaThIBAIOLINE Pa3BICUYCHMUSI,
00BEIMHAIONINE COTHHU THICAY YEJIOBEK M0 BceMy Mupy. Urpoku uccieayioT JaHHBIA UM
MHUp, OOLIAIOTCS APYr € APYroOM, BBINOJHAIOT 33/aHus, CPAKAIOTCA C MOHCTpaMH H
NOJIYYalOT OMbBIT. 3a YJOBOJBCTBUE OHHU IUIATAT: IOKYNAKOT JIMCK, OIJIAYMBAIOT
aOOHEMEHT MJIM NPUOOPETAIOT KAKUE-TO OILIHUH.

Bce atm cpexnctBa MOyT Ha MOAAEPNKAHUE M PAa3BUTHE WIPHL, a TaKKE Ha camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3AIIMH, BBITYCKAIOTCSI HOBbIE MaT4YH
(undpoBbIe 3aMIaTKU AT IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX Urpax CTOHUT OIIaCaTbCiad HC CTOJIBKO CBOHMX COIICPHHKOB, CKOJIBKO
KpaxKu TBOCT'O IIapOJiid, Ha KOTOPOM OCHOBaHA CHUCTCMa aBTOpU3AlINH OOJIBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO HUI'POBOT'0 aKKAayHTaA:

1. Ecnu apyroil urpok BeAeT cels IUIOXO WM CO3/aeT TeOe HEeNpHUSITHOCTH,
3a0JIOKMPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiics aaMUHHCTpaTOpaM WIPbl Ha IUIOXOE€ IOBEJACHHE 3TOr0 HWIPOKa,
JKEJIaTeJIbHO MPUII0KUTh KAKUE-TO JOKA3aTEIbCTBA B BUAE CKPUHOB;

3. He ykassiBaii muunyto uHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCcTHUKOB I10 UTPE;

5. He ycranapnuBaii HeopuimaabHbIe TATYH U MOJIBI,




6. Mcnosib3y# CIOKHBIE U Pa3HBIE ITAPOJIH;

7. laxxe BO BpeMsi UIPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [I0Ka Thl Urpaeuib, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

OUIUHT 1IN KpaiKa JUIHbIX NaHHbIX

OOBIYHON Kpakel JeHer U JOKYMEHTOB CETOJHsI YK€ HUKOIO HE YJIMBHILb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUM 3JIOYMBIIUICHHUKH IEPEMECTWINCh B HHTEPHET, U
MPOJIOKAIOT 3aHUMATHCS "'MTIOOUMBIM" JI€JIOM.

Tak mosBWIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIUHT, TJaBHAS
1edb KOTOPOrO COCTOMT B MOJYYEHHH KOH(QUIACHUMANBHBIX NAHHBIX MOJb30BATENEH -
JOTMHOB U napoJiei. Ha anrnumiickom si3bike phishing untaercs kak ¢umumnr (ot fishing -
pbIOHAs J10BJIsI, password - maposnb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBoMM akkKayHTOM. Eciii ThI TO03peBaelib, 4TO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ W COOOIIMTh aJIMUHUCTPATOpaM pecypca
00 9TOM Kak MOXKHO CKOpEg;

2. Hcnonp3yit Oe3omacHble BeO-CalThl, B TOM 4YHCIIC, HHTEPHET-MarasmHOB U
ITIOMCKOBBIX CHCTEM;

3. Ucnonw3y#t cioxHble U pa3Hble mapoiu. Takum oOpa3om, eciiv TeOs B3JIOMAIOT,
TO 3JI0YMBIIUICHHUKH TOJTYYaT JTOCTYI TOJIBKO K OJJHOMY TBOEMY NpO(dUIII0 B CETH, a HE
KO BCEM;

4. Ecnu TeOs B3JIOMaH, TO HEOOXOIUMO MPEIyNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J100aBJIEHBI y T€OsI B JAPY3bsX, O TOM, YTO TEOS B3JIOMAJIH U, BO3MOXKHO, OT
TBOEr0 UMEHHU OyJIeT pacCchlIaThCs CIlaM U CChUTKHM Ha (DUIIIMHTOBBIE CAUTHI;

5. YcranoBu HaaexHbIN napodb (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBaii (aiiibl U Apyrye BIOKEHUS B MMChMaxX, TaXKe €CIIU OHU MPHIILIH OT
TBOMX Jipy3el. Jlydille yTOUYHM y HUX, OTIPABIISIIMN JIM OHU TeOe 3TU (aiiibl.

udposas penyrauus

[Mudposas penyranmsi - 3T0 HETaTUBHASI WM MO3UTHBHAS MHQPOPMANHS B CETH O
tebe. Kommpomerupyromas wuHpOpMaIs, pa3MelIeHHass B HWHTEPHETE, MOXKET
Cepbe3HBIM 00pa30M OTpa3UThCS Ha TBOEH peanbHOU ku3HU. "Llndposas pemyramus” -
3TO TBOM UMUK, KOTOPBIN (hopMupyercs u3 uHpopManuu o Tede B UHTEPHETE.

TBoe MecTO >XKUTENbCTBA, y4eObl, TBOE€ (PMHAHCOBOE IOJOXKEHUE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKAIUIMBACTCS B CETH.




MHorue TOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K MyOJMKauuu JIMYHOU
uHpopmauu B HHTepHeTe, HEe MOHMMAash BO3MOXHBIX NoOCIeACTBUUA. Thl naxe He
CMOXeNIb J0rajgaTthbcsi 0 TOM, 4To (Qortorpadus, pasmernieHHas 5 JeT Hazal, craja
NPUYUHON OTKa3a MPUHATH T€OS HA padoTy.

KomMmeHTapuu, pasMmenieHue TBoux (ororpaduii M Apyrue ACHUCTBUS MOTYT He
VCYE3HYTh JAaXK€ IOCJIE TOrO, KaK Thl MX YJIaJullb. Tbl HE 3HACIIb, KTO COXPAHWI ATy
MH(pOpPMAIUIO, NIOTAJIA JIM OHA B ITIOMCKOBBIE CUCTEMBI U COXPAHWJIACH JIM OHA, a TJIaBHOE:
YTO MOAYMAIOT O TeOe OKpyXarouue JII0IU, KOTOpble HaWIyT U YBUAAT 3T0. Haiitu
uH(GOPMAIMIO MHOTO JIET CIIYCTsI CMOXKET JIFOOOM - Kak U3 A0OPBIX MOOYX IACHUH, Tak U C
HaMEpEHUEM IPUYMHUTD Bpe. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI O 3aIIUTE HU(PPOBOI permyTaluu:

1. ITomymaii, mpexae 4eM 4To-TO MyOJUKOBATh U MepeaaBaTh y cedst B O6J0re win B
COILIMAJILHOM CETH;

2. B HacTpoiikax npo¢uis yCTaHOBH OIpaHUYEHHs Ha IPOCMOTP TBOETO MPOPMIIL U
€ro COJIEP>KUMOro, cliejail ero ToJabKo " apy3eu';

3. He pasmemaii m He ykaspiBaili HMH(OpPMAIMIO, KOTOpask MOMXKET KOro-iudo
OCKOPOJISITH MJTH OOMIKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IKOJbHUKU - aKTUBHBIE MOJB30BATENM HU(POBOrO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOXHOCTSMHU IH(PPOBOTO
MuUpa TpedyeT coOJII0ICHHS PAaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTenNnEeKTyanbHas COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHBIM TBOPECHUSAM
YEJIOBEYECKOr0 yMma, HadyuHasi C HOBBIX HM300pETEHHMH M 3HAKOB, O0O3HAYAOIIMX
COOCTBEHHOCTh Ha MPOAYKTHl W YCIYTdM, M 3aKaHYMBas KHHUramu, (GoTtorpadusmMu,
KMHO(DUIIbMAMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSIMU.

ABTOpCKHE TpaBa - OTO IIpaBa Ha HHTEJUICEKTYaJlbHYI0O COOCTBEHHOCTh Ha
IIPOU3BENCHUS HAyKH, JIMTEPATYPbl M HUCKycCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B
KauecTBE rapaHTHUH TOr0, YTO WHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPyl aBTOpa HE Oyner
HaIpacHbIM, AaCT €My CIpPaBEIJIUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOETrO
TpyJa, NOJYy4YUTh U3BECTHOCTHh M MpusHaHue. Hukro Oe3 paspelieHus aBTopa HE MOXKET
BOCIIPOM3BOJIUTh €r0 MPOU3BEACHHUE, PACIPOCTPAHATh, IMYyOJIUYHO JIEMOHCTPUPOBATH,
npoAaBaTb, UMIOPTUPOBaTh, IyCKaTh B  IpoKaT, MNyOJIMYHO  HCIOJIHATE,
NOKa3bIBaTh/UCIONHATH B 3(upe uiu pa3meniats B MlHTepHeTe.

Hcnonp3oBanue "mUparckoro'" MmporpaMMHOIo 0OECTEUYeHHUs] MOXKET IMPUBECTH K
MHOTHMM pHCKaM: OT TMOTEpU JAHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJIe YCTaHOBJIEHA HeJlerajibHas nporpamma. He ctout takke 3a0bIBaTh, YTO
CYIIECTBYIOT JIETaJIbHbIE U O€CIUIaTHBIE MPOrPaMMBbl, KOTOPbIE MOKHO HANTH B CETH.
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